Cisco VPN Client 4.x for Windows Installation Instructions

These instructions are for aNUWCDIVNPT employee or an on-site contractor who:

1. Hasan existing Microsoft Exchange account in the NUWCNPT Windows NT
Domain.

2. HasDOD issued PKI Keys or a DOD issued Common Access Card (CAC) and CAC
reader.

3. Hasingtaled the DOD PKI root Certificates on the machine being used.
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System Requirements

A single, Pentium®-class processor.

One of the following operating systems:
Microsoft® Windows® 98/98SE/ME/NT 4.0 SP6/2000/XP

Microsoft TCP/IP installed

50 MB hard disk space.

RAM
32 MB for 98, 64 MB for ME and NT, 64 MB for 2000 (128 MB recommended), 128 MB for
XP (256 MB recommended)

I mplementation Notes

Installation instructions assume that DOD Root Certificates and Public Key Infrastructure (PK1) keys
are loaded into Internet Explorer 5.5 or higher prior to installation.

A .zip containing the installroot.exe file that will install the DOD Root Certificates can be found at
https.//infosec.navy.mil/installroot.zip. Open the .zip file and launch the installroot.exe to
install the DOD root Certificates.

Instructions for loading PK| Keys are available internally at
https.//knowledgenet.npt.nuwc.navy.mil/Dept/ Code54/541/WebCSS/D ocumentatior/pkipc.htm

Code 54 is not able to provide support home networks including hardware routers and
hardware/software firewalls. If you are having problems with the connection to NUWC, we may
have to ask you to disable your firewall, or to directly connect your PC to your cable or DSL modem
for trouble shooting purposes.

If you are behind a hardware firewall that supports IPSEC pass thru, please enable this option. If your
router does not support IPSEC Pass thru you need to open UDP Port 500, protocol 50 and 51 outbound for
the Cisco VPN Client to work

Domain Name resolution for NPRI54RA S04 will resolve to different IP Addresses depending on the
network that your computer is on. Computers external to the NUWCnet will resolve to 164.223.72.8.
Compuiters Internal to the NUWCnet will resolve to 129.190.2.11.

DoN Security Policy requires that, “ no other Wireless or other LAN connection exits for the duration of
the session”. This means that all of your traffic will pass through the IPSec tunnel while activated
and will use the NUWC gateway to reach the Internet. Y ou will not be able to connect to any other
home network computers or network printers while your VPN session is connected. Local Printers
will function correctly.

DoN security policy doesn’t allow saved passwords. Y ou must not choose remember password if that
option is provided.

It isnormal to experience some additional latency when using this VPN due to the required security
measures such as |PSec tunnel, 3DES encryption, and PK1 certificate authentication.
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I nstallation Options

There are 3 options for installation of the software.
1. Opening VPN4xWinNUWC.exe directly from the download link.
http://www.npt.nuwc.navy.mil/vpn/VPN4Win.htm
2. Opening VPN4xWinNUWC.exe from the CD provided by Ask54
3. Saving VPN4xWinNUWC.exe from the download link and opening it.

Pre-Installation

Determine your method of installation and download the file if appropriate.

Remove any existing IPSEC Clients. The Cisco Instalationwill remove existing Cisco Installations. |If
you have any other IPSEC Clients installed, Please remove them before continuing.

Insure that your PKI Keys are installed on the machine that you will be installing the VPN client on.

| nstallation

Open the file VPN4xWinNUWC.exe by double clicking on it, or by choosing Open after clicking the
download link.

WinZip Self-Extractor [VPN4xWinNUWC. exe]

Cizco 4.0.3(F)
For support contact MLWC AzkBd at [401] 8_32-

DSH 432-7554, or AskBdEnpt nuwe. nay

Cancel

Bl

About

WinZip® Sell-Extractor 2 bco Mak Computing, Inc. http:/Awa winzip.com

Choose Setup
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Cisco Systems VPN Client Setup

Welcome to the Installshield Wizard for ¥YPH Client.

Prezs the PAGE DOWHM key to see the rest of the agreement.

[CLIEMT SOFTWARE LICENSE AGREEMENT OF CISCO SYSTEMS. ~

THE SOFTWARE TO WHICH %0 ARE REQUESTING ACCESS IS THE PFROPERTY
OF CISCO SYSTEMS. THE USE OF THIS 50FTwWARE IS GOVERMED BY THE
TERMS AHD COMDITIONS OF THE AGREEMENT SET FORTH BELOW. BY
CLICKIMG "ES" OM THIS SCREEM, vOU INDICATE THAT %00 AGREE TO BE
BOUMD BY THE TERMS AND COMDITIONS OF THAT AGREEMENT. THEREFORE,
FLEASE READ THE TERMS AWD COMNDITIONS CAREFULLY BEFORE CLICKING OM
"YES". IFY0OU DO WNOT AGREE TO THE TERMS AND COMDITIONS OF THE
AGREEMENT, CLICE. "NO" OM THIS SCREEM. IN WHICH CASE ¥'OU WILL BE

Do pou accept all the terms of the preceding License Agreement? |F pou chooze Mo, the
getup will cloze. To ingtall WPM Client, pou must accept this agreement,

Choose Yes

Cisco Systems VPN Client Setup

Welcome to the Installshield Wizard for YPH Client.

The InstallShield wizard will install WPH Client an your Camputer. Tao continue click M est.

Drestination Faolder

C:A\Program FileshCizoo Spatemz WM Client Browse...

Cancel ]
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Choose Next

Cisco Systems VPN Client Setup
Welcome to the Installshield Wizard For YPH Client.

The InstallShield wizard will install %P Client on your Computer. To continue click Mest.

Erogram Folders:

ems WPH Clent

E;isting Folders:

Arcceszories
Administrative Toolz
Adobe

Applix Enterprize 7.5
Autodesk

Avery DesignPro

Bepond Campare 2

Cizoo Systemz WM Clignt

[

< Back Mewt » ] Cancel

Choose Next
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Cisco Systems VPN Client Setup

Setup Status

WM Client Setup iz performing the requested operations.

Cancel

Cisco Systems VPN Client Setup

InztallS hield Wizard Complete

The InztallShield "Wizard has successfully installed YPH Client,
Before vau can use the progran, wou must restart your
computer.

" ez | want bo restart my computer now

£ Mo, | will restart my computer later.

Remove any disks fram their drives, and then click Finizh to
complete setup.

< Barct Finizh ]

X

Click Yes, | want to restart my computer now, and thenchoose Finish
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Client Configuration

Launch the Cisco VPN Client

Windows XP Users
From the Start menu choose -All programs — Cisco Systems VPN Client — VPN Client

Windows 2000 and Windows 98 users
From the Start menu choose -Programs — Cisco Systems VPN Client — VPN Client

# YPN Client - Yersion 4.0.2 (D) E”E|E]

Conneckion Entries Status Certificates Log Ophions Help
5, . £= = Cisco SysTems
- . e
Connect =T Irmpart hd cdify Delete 5
Conneclion Enies! | Cenficates | Log | X
I Connection Entry \ J Hozt I Tranzport
HUWCYPN nprb4raz04.npt.nuwc_navy.mil IPSec/UDP
4 n
Mot connected. \ :

Click on the NUWCVPN Connection entry and Select Modify
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Choose the
Authentication Tab — |

Choose Certificate
Authentication
Choose your PKI
Certificate (* see _—
comment below).
Insure that the Send
Certificate Chain Cr
Box is Checked.

—

# YPN Client | Properties for "NUWCVYPN"

Connection Entny: | L TP

Descriptian: |‘»-"F'N for HUWCHPT rermote access

Host; |npri54ras[l4.npt.nuwu:.navy.mil

> Authentication ]Transpnrt ] Backup Servers

(" Graup Authentication

DiallUp |

= |

xxxxxxxx

FPazzwiord: |

xxxxxxxx

Confirm Pazswaord: |

| B ¢ Cerificate Authentication

M arne; | Fitzpatrick.Charles A 0200208728 [Microzaft]

¥ Send CA Certificate Chain
/

= 4

Save

Cancel

Eraze Uzer Passward |

Choose Save

* The number and type of PKI Certificates listed will vary based on the certificates that you have
installed. We are looking for your DOD PKI Certificate. It will have alisting similar to the one

shown above.
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Testing the Connection

# YPN Client - Version 4.0.2 (D)

Conneckion Entries  Status Certificates Log Options Help
o, . £ = Cisco SysTims
- L
Conne =T Irmpirt b dify Delete 5
Conneciion ERfies! | Cenficates | Log |
] EnnnectEqEntry l Huozt I Transport
HUWCYP nprisdraz04_npt_nuwe_navy mil IPSec/UDP
\
‘| | -
| Mot connected. \ ) i

Highlight the NUWC Connection and choose Connect

You will get one of the following screens depending on the type of PKI key you are using.

Software PK1 Keys Common Access Card (CAC)

Signing data with your private exchange key X ActivCard Gold - Enter PIN x|

An application iz requesting access to a Protected ikem.

Enter PIN code:
L
i oK. | Cancel |
Cruptad Pl Private Key [sessssecsl

[ Remember password

I 0k l [ Cancel ] ’ Detailz... l
Enter your the password for your PKI Key. Enter the PIN for your CAC and choose OK
Do not check the remember password box.
Choose OK
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# YPN Client | User Authentication for "NUWC-VYPN" E|

Enter Uzername and Paszward.

Cisco SysTems

Usemame: |

. Pazsword: |

k. Caricel

Enter your NUWC Username
Enter your NUWC Network Password.
Choose OK

# VPN Client | Banner

MNUWCDIVHPT YPH SERVER

By uzing thiz spstem vou attest that:

1. 'our Anti-iug zoftware and definitions are current.

2 ou are in compliance with all current DOD requirements for computer uze and remote access.

3. There iz no wirgless netwarking activity taking place.

4 “ou conzent to monitaring of this system and any devices attached to the nebwiork, wour system iz
an.

For questions or problems, contact AskB4 at (401] 832-7554, DSH 432-7554 Mon.-Fri. OF00-1700 -
E-mail Azk54E@npt nuwe. nawy. mil

Dizconnect

If you agree to the terms listed, choose Continue.

Y ou have now connected to the NUWC Network.

VPN4xWinNUWCiInst.doc Page 11 of 12
6/8/04 Rev 1



Viewing Status or Disconnecting

To View the status of your connection, or to disconnect, choose the Lock that should be in the bottom

right corner of your screen /

# YPN Client - Version 4.0.2 (D)

Conneckion Entries  Status Certificates Log Options Help
o7, - £ = Cisco SysTims
- e
Connect Mew | rmprt b cdify Delete 5
Connection E ntries ]Eertificates ] Log ]
| Connection Entry J Host | Transport
HUWLC-YPH nprisdraz04 . npt.nuwe_navy.mil IPSec/UDP
‘ | &
| Mot connected. .

Technical Support

Y ou may obtain technical support by calling Ask54 at (401) 832-7554, DSN 432-7554 or e-mail us at:
Ask54@npt.nuwc.navy.mil

Additional Documentation

Additional Documentation can be found at: http://www.npt.nuwc.navy.mil/vpn/\VV PN4Win.htm
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