Smartrass 4.3A
Installation & Setup

Windows 98. 2000 MENT4.g . gy

Virtual private networking (VPN) technology permits users on remote Local Area Networks
(LANSs) to access hosts protected by the NUWCDIVNPT firewall system. VPN technology
authenticates users and encrypts all traffic from that user into NUWCDIVNPT.

All users requesting access must obtain prior approval from NUWCDIVNPT Automated
Information System (AIS) Security to use the V-One SmartPass product.

AIS will not approve any requests for SmartPass usage until the requestor submits a request
for network controlled access. The request form can be found at.
http://www.npt.nuwc.navy.mil/vpn/rcna2.dot

The software can be found at. http://www.npt.nuwc.navy.mil/VPN/smartpassvpn.htm

System Requirements

e Microsoft Windows 98, 98SE, Windows Me, Windows NT Workstation 4.0 with SP
6a, Windows 2000 Professional, or Windows 2000 Professional with Service Pack 1
or 2, and Windows XP.

e 10 MB of free hard disk space

e Connection to a network using TCP/IP protocol

e Microsoft Internet Explorer 5.5 (with Service Pack 2) or IE 6.

e Netscape Navigator 4.7 through 4.79 or 6.0, 6.0.1, or 6.1
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Installation

1. Disable any anti-virus software prior to initiating setup.

2. Download Software. http:/www.npt.nuwc.navy.mil/VPN/smartpassvpn.htm

w

Double Click on the File

!! SP-4.3a.exe

s

Select setup

WinZip Self-Extractor [SP-4.3a.exe]

[ =B HUMWCDIVNPT Smartpassd. 3a Installer

E@ Support provided by Codeb4 Client Support Services
[4071)832-3815 or DSH 920-3315
CSServices@npt nuwe. navy. mil

Setup

Cancel

Ell

Abot

"WinZip® Self-Extractor 2 Mico Mak Computing, Inc. http:/deas, winzip. com

5. Self Extractor Launches

WinZip Self-Extractor [SP-4.3a.exe]

= MUWCDIYMPT Smartpazsd. 3a Installer
@ Support provided by Codeb4 Clent Support Services
[407)832-3815 or DSM 920-3315

5 Services@npt nuwe. navy. mil Lancel

About

il |

IInzipping fipztokn.z

Wingip® Self-Extractor € Mico Mak Computing, hc. http:d Ses winzip.com

6. Setup Automatically Launches

Setup J

SmartPasz 4.3 Setup ig preparing the Inztalls higld®
“Wizard which will quide you through the rest of the setup
= process. Please wait,

BN 1%
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7. Select: Next at the Setup Screen.

Welcome
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8. Select: Next at the Welcome screen.

Welcome

“Welzome b the SmartPazs: Setup program.  Thiz
program will inztall SmartFaz: on vour computer.

[t iz strongly recommended that you exit all Windows programs
befare running thiz Setup pragram.

Click Cancel to guit Setup and then cloze any programs pou
hawve minning. Click Mest to continue with the Setup program.

WARMIMG: Thig program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or digtribution of thig program, or any
portion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under |aw.

et » l Cancel
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9. Select: Yes to accept the license agreement.

Software License Agreement

Pleaze read the following license agreement. ze the scroll bar o view
the rest of thiz agreement

SMARTPASS [TM] CLIENT
LICEWSE AGREEMENT

EEFORE PROCEEDING ITH THE DOWHLOAD AND INSTALLATION
OF THIS SOFTWwWARE, %0U MUST ACKHOWLEDGE THAT %0U HAWE
READ THIS AGREEMENT AWND THAT YOU AGREE TO BE BOUMD
B* ITS TERMS. THIS LICEMSE SETS FORTH THE TERMS

UMNDER WHICH V-OME CORPORATIOM AMDAOR ITS AUTHORIZED
DISTRIBUTER [COLLECTIVELY REFERRED TO AS LICEMSOR]

ARE WILLING TO LICENMSE THE SmartPazs(TM] CLIENT

SOFTWARE TO YOU. YOU MaY DOWKLOAD, INSTALL, AMD USE
THE SOFTWARE OMLY IF¥0U ACCERPT ALL OF THE TERMS
COMTAIMED IM THIS LICEMSE AGREEMENT. FLEASE READ

Do wou accept all of the terms of the preceding hicense agreement™? IF zo,
click the ez button. [F you zelect Mo, Setup will close.

< Back Yes
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10. Select: Next (accept
the default folder as a
location for software
installation).

11.Installation Screen

Smartpass 4.3A Rev.2
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Choose Destination Location

Setup will ingtall in the fallowing directon.
T inztall ta thiz directany, click Mext.

Toinstall to a different directory, click Browse and select another
directary,

“'ou can chooze not to install by clicking Cancel to exit Setup.

Destination Directary

C:AProgram Filesi-0MENSmartPass Browse. . |
¢ Back | et | Cancel |

% Setup g@
Installing SmartPass 4.3

Setup

Copying Program files
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12. The following screen will appear. Uncheck Display the readme file, make sure there is a check
in Restart computer {Required} then click OK. The Computer will restart. Once it comes back up
proceed with step 13.

SmartPass 4.3

SmartPass setup iz complete,
Chooze the option(z] pou want below,

[~ Display the ReadMe file.
¥ Restart computer (REQUIRED).

Click Firish to restart the computer [after Readie file is
clozed, if that option iz selected).

| Finish |

13. Enter Access Code (Password) |

o Before using your token, it must be formatted. Please enter a
Note: SmartPass uses a token for authentication. code between four and sisteen characters below, Y'ou may

This token is accessed via this password so other change the code at atw time uzing the control panel applet.
personnel can not use it.

Mew access code: || i I
Fetype new code: I Carnicel |
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14, Select: OK ———

15.You will be asked to generate a random number by initiating random mouse movements over
the designated area.

Gathenng Random Data
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16.Select: OK
Gathering RandomData |

Move the mouse over the box belove until the progress
bar indicates completion. Then kit QK.

Thanlk poul

17.The following screen will appear. Ensure VPN Server is 164.223.71.1 then click on Port Scan.

Scan VPN Server port

YWPM Server
164.223.711

| Through Firewall/Froxy Server

A

Puart zcan Cancel |
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18. The following screen will appear. Click on OK.

|

SmartPass \

L]
y Smartzate portl3845) found For 164,223.71.1

19. Enter your Access Code and click Ok.

SmartPazz Login |

Access code: I “““““ 1

Bemember code faor: |1 1] minutes.

k. I Cancel

20. SmartPass will launch and the SmartPass On-Line Registration (OLR) will open your web
browser. OLR only has to occur once and the process obtains a key from the SmartGate server for
the client to use.

21. If you already have a connection established (DSL/Cable) you will see a screen similar to the
one in step 21. If you do not have a connection established. Close the web browser and establish a
connection (ISP provider). Once connection is established go to Start, Programs, V-One
SmartPass 4.3, Online Registration and then proceed to step 21.
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22. Please fill in the registration form using the information supplied to you from Code 54 Network
Services.

3} On-Line Registration - Microsoft Internet Explorer e ﬁlﬂl == x|

J File Edit Wiew Favorites Tools  Help |

J d=Esch - = - @ ot | @Search (3] Favorites @Media @ | %v = ?.;5% - oy =

| address |&] htep:1164.223.71.1:3845 ok x| P “Links >
J 'Y? é = Customize |Q I [Search |v||ﬁv Holiday Specials | 5 Messenger m'Elookmarks =Pep3iworld - @My Yahoo! - "W *rshool - umd Finance - S
I | LI
—Installation:

Install the client softweare, then return to this page for registration.

—Reqgistration:

Fill out the registration form below and click the Register button to continue;

First Hame I

Last Hame ||

Phone Humber I

E-mail Address I

Access Group IEbiS VI

Location ama =

If you must navigate a firewall, please enter the firewall address in address:port format, where portis the port of your HTTF proey.

Address I

Fegister I Feset

|&] Done ’_ l_ ’_ |4 Tnkernet
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23. A screen similar to the following will appear if the registration is successful.

3 SmartPass On-Line Registration - Microzoft Internet Explorer

J File  Edit ‘“iew Favortes Tools  Help |

j oD AN B I e .=
Back. FEanyard Stop  Refresh  Home Search Favorites  History il Print Edit Dizcuss
| Address @1 hitp.//127.0.01:4090/sgreg x| @6 “Links

SmartPass On-Line Registration

On-Line Registration Successful

Tou have been successfilly registered at the VPIT server.

OLR. Information

Server: relay npt.nuwe navy.mil

TTzer I : joet]

Authenticator : relay. npt muwe. navy. mil
Eey : elarfhgh

Please wistt our web site at hitpfwrww. npt. nuwe. navy. mil’

SmartPass
B112 Code 5422 Client Support Services
Newport, RI 02841
Usa

FANT MDY RS

|&] Done [ [ |4 Intemet

e

24. To connect to the NUWC SmartPass server in the future, perform the following steps:

e From the Start Menu choose Programs->V-One SmartPass ->SmartPass 4.3.
e Enter token password.

e |f the SmartGate server authenticates your account information, you will be logged into the NUWC
firewall and an Access Control List (ACL) will be downloaded to your computer.

e All IP connections you initiate to hosts in your ACL will be tunneled through the NUWC firewall.

e To view your ACL, double-click the connection icon in your task bar. In the window that appears,
click the icon labeled “164.223.71.1".

25.To disconnect, right click the connection icon in your task bar and choose “Shutdown”

]
I 1
e |
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